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Foreword: Future Crime
Trends in the UK
In 1999 ABI launched a new Medium Term Research Strategy for General Insurance. This had

the dual aims of establishing sound information on which ABI can represent member

companies’ interests, and providing member companies with up-to-the-minute guidance on

issues that affect their businesses. This report is the 7th of the series that comes from the

research programme for 1999 - 2000.

The project reported in this volume addresses the research carried out to anticipate crime

trends in the UK over the next 20 years. This work has been conducted alongside government

and academic research designed to predict the types and levels of future crime activity in the

UK, so that appropriate police, community and social response strategies can be created.

Using data analysed from the British Crime Survey up until 1998, information collected from the

Government’s Foresight Programme, and the opinion of experts, future crime trend scenarios

can be predicted.

Insurers and ABI will benefit from this review of the research by obtaining a better

understanding of future crime trends as well as an understanding of new and emerging

markets for insurance. The technical objectives were to provide ABI and insurers with a

description of future social and technological developments likely to occur in the UK in the

next twenty years; to examine the probability that such developments could elicit criminal

activity and loss; and review the implications of both scenarios for insurers and risk managers.

Focus is made on quantifying the probability of certain crime trends occurring, rather than

provide ABI and members with a technical analysis of present and future technology.

As with the majority of reports in this series, the recommendations will be analysed by ABI and

consideration will be given to the policy options in relevant areas.

Dr Jeremy Hodge managed the project on behalf of ABI. Professor Ken Pease, Michelle

Rogerson, Michelle Grundy and affiliate Dan Ellingworth of the Applied Criminology Group,

University of Huddersfield undertook the research work and report drafting. The report was

edited by Nicholas Bollons at LPC, which is now part of the BRE (Building Research

Establishment).
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• This report examines information taken from seven sweeps of the British Crime Survey

up until 1998, the UK Government’s Foresight Programme examining developments

in technology and industry in the next twenty years, and opinion from experts in

commercial and industrial fields (the Delphi questionnaire) to anticipate future crime

trends in the UK.

• Focus is made on the probability that new technology and social innovations will

produce crime rather than provide insurers with a technical analysis of future

technologies. From this assessment insurers will gain a better understanding of future

crime risks, identify new and emerging markets for insurance penetration and

analyse future risk management scenarios. 

• Technology, social change and crime are causally linked. New technology is

introduced without consideration of the crime consequences; criminals target the

new technology or use it in the commission of crime; and post hoc measures are

introduced to manage the crime consequences. Within this environment, social

diversity influences the uptake of the new technology and drives the crime interest.

• Two types of crime are likely to feature in the future: the traditional physical crime on

the one hand - burglary, vehicle theft, personal attack, fraud, etc - and the new

electronic crime on the other - internet fraud, copyright fraud, computer hacking,

information misappropriation, etc. Mutually compatible, criminals will enjoy both

operating environments conducting old forms of crime (e.g. fraud) through new

mediums (e.g. the Internet).

• Developments in electronics, materials and chemicals, and communication

technology are likely to produce more hi-tech, high value, easily portable goods and

products desired by consumers and criminals alike (e.g. ‘hot products’).

• New multimedia services (e.g. teleshopping) will also be desirable. The technology

used to access these services will become targets in themselves (e.g. ‘hot services’).

Digital television is one possible example.

• Internet crimes are likely to grow in number and cost in the future. Future instances of

credit card fraud are more likely to occur by attacks to stages in the transaction process

(e.g. by a card processor) rather than whilst card details are travelling over the net. 

• Bogus goods or services are likely to be sold over the Internet through illegal ‘virtual

firms’. This raises the opportunity for customer fraud, particularly within the domestic

market. 

Executive Summary

Physical Products

Internet Crime
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• Email abuse, viruses and hacking are likely to grow in prominence in the future.

Commercial organisations are likely to face Internet attack from within the company

(by employees) and externally (by ‘hackers for hire’). Domestically, viruses and illegal

software tailor made to the individual needs are likely to appear, thus removing the

need for extensive computer knowledge. 

• Effective policing and control of Internet communication and electronic business (E-

commerce) should be encouraged by insurers in general. Insurance cover against

cyber crime is becoming available.

• Information, intellectual property and knowledge will become ever more important

in future society. Automation will make knowledge and the creative process more

valuable than production of the product itself. Information will be open to theft as

well as misuse. 

• Both commercial and domestic sectors will have large amounts of sensitive

information stored en masse in data warehouses. These facilities will be vulnerable to

electronic attack by hacking. 

• Information security measures such as BS7799 on information management may

mitigate these risks. Insurance cover for information, patenting and trademarks may

be applicable. 

• Copyright fraud will be a growth area in the future. The illegal uploading (placing

material on the Internet) and downloading of material from Internet (such as music,

movies, games, etc) will be an area of immense growth.

• In the area of counterfeiting, advances in copying technology and a relaxation in

global border controls will allow criminals to defraud currencies other than their own.

The introduction of the Euro is one possible example. 

• How the increase in copyright fraud will affect insurance is difficult to say.

• Changes in demographics and lifestyle are likely to produce groups and members of

society with an increased risk from criminal attack in the future. For example, the

potential increase in the percentage of elderly people due to better health care,

etc. may provide a vulnerable target to attack. However, larger pension based

incomes may provide increased wealth that can be used to obtain more effective

and more available security protection. 

• The move towards a 24-hour society will provide less opportunity for domestic

burglary attacks – because of non-uniform patterns of movement – but may provide

greater opportunities for commercial retail crime. 

• Society in general is likely to have a greater role in crime prevention in the future.

Cheap and effective security measures, tax benefits, and insurance pressure will

further programmes of co-operation between commercial and domestic sectors

and traditional crime fighting organisations. 

Information Crime

Copyright Fraud

Society and Crime
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Report Outline

Why should insurers
be interested in the
future?

This report considers trends in criminal activity in the United Kingdom in the next 20 years.

Specifically, crimes associated with future technological innovation and demographic

change are examined. That is, future developments in technology and future patterns in

social living are analysed in relation to producing changes in criminal activity. New areas of

risk and potential insurance losses are discussed. The Applied Criminology Group, University

of Huddersfield has produced the report for the Loss Prevention Council (LPC) on behalf of

the Association of British Insurers (ABI).

In accordance with the brief, the report examines crime trends associated with future

technological and social innovation. In the first section, analysis of the British Crime Survey

data from 1982 to 1998 is made to identify existing patterns in demography and crime. In the

remaining sections, information from the Government’s Foresight Programme on new

technology, industry and lifestyle in the 21st century is combined with expert opinion on the

probability of such technology and social change eliciting criminal interest (the Delphi

exercise). Focus is made on the probability of crime trends occurring rather than an in-depth

analysis of the technology itself - reference is made to further technical literature where

appropriate. Examples of potential loss scenarios are given, insurance implications are

discussed and recommendations provided.

The future is currently receiving a great deal of media, academic and public attention as we

emerge into the new Millennium. The turn of the century has prompted many to consider

what life will be like in the UK in the next twenty years. Whatever life will be like, technology

will play an important role both commercially and domestically. For the insurance industry,

new technology brings new types of risk and therefore new opportunities. 

By identifying the new and emerging trends in science and technology, insurers can gain a

better understanding of future risks and plan strategies to manage them. Moreover, changes

in the socio-economic structure and demography of the UK in the future will also be an

important factor in defining particular groups and areas at increased risk. In summary, a

better understanding of new technology and life in general in the UK in the next 20 years will

provide insurers with: 

• Information vital for future risk management and commercial and domestic loss 

protection; 

• Information to influence the design and manufacture of new technology as well as

those who employ it both domestically and commercially;

• Information to work alongside government, industry and the public sector on future

crime reduction strategies; and,

• Information to identify new areas of risk and insurance opportunities;

1 Introduction
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While there is a generally acknowledged need for research into new technology there has

been a virtual absence of consideration of the crime consequences of technological

advances. Perhaps the best example is the failure to identify the potential fraud provided

by credit cards, and crimes using the ram raiding technique (See Box 1 below). Indeed, the

‘relationship between innovation and crime displays a recurrent pattern’ (1).

1. Innovation is introduced without consideration of the crime consequences.

2. Criminals quickly recognise the creation of new opportunities and markets, and readily 

exploit them reaping 'crime harvests'. Products may become targets themselves, or tools

misused in the commission of crime.

3. The criminal consequences are recognised in retrospect, resulting in the reversal of 

change or the retrofitting of a partial solution.

There are four fundamental relationships between future technological innovation and crime.

1. Future technology may become targets to be mistreated or misappropriated by

criminals. It is not difficult to identify which new products and services will be attractive

to thieves: it is those products attractive to consumers. These are characterised by high

value, low volume, low inertia and low or moderate access (see the Appendix for more

information). If the legitimate supply of goods is limited or a product is exclusive and/or

expensive, it is safe to assume that an illegitimate supply of these goods will emerge. 

2. Future technology may be used as tools in the commission of crime. While some

products may be attractive to criminals as commodities for misappropriation, other

technologies are useful tools with which to commit crimes. The application of a new

product is often not anticipated during design. In many cases, seemingly innocuous

products are used to aid the commission of criminal acts (for example, cordless power

cutting tools in burglary attacks). 

3. Technology can be used to prevent or mitigate crime. New technology need not only

cause crime, but can be used to prevent and deter criminal attack. For example, new

technological developments can provide the means to mitigate existing crime (e.g.

development of CCTV systems) or mitigate crime created by new technology (e.g.

information security software developed to combat cyber crime) or mitigate existing

crime through new mediums (e.g. biometric technology used in access control systems). 

4. New or modified environments can also help or hinder criminal activity. Changes in the

social fabric of society play an important role not only in creating groups and areas with

increased vulnerability, but also in defining the uptake of new technology. ‘Crime is not

What are the links
between future
technology,
demography and
crime?

Box 1. Example:

Old-style shop windows stopped at thigh height, being supported on a substantial wall. This

precluded ram-raiding. When shop-fitters supplied floor-to-ceiling windows to increase

display space and attractiveness, ram-raiding became possible. Suffering the crime

harvest led to counter-measures such as posts in front of the windows.

General Insurance Report No. 7
Future Crime Trends in the UK
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a random social ill that fluctuates according to its own dynamic: rather, economic and

social factors can be demonstrated as impacting on crime levels. If the factors

producing higher crime levels are increasing, there are clear implications for future levels

of crime’(2).

Apart from the analysis of the British Crime Survey (BCS) in Section 2, the information contained

in the subsequent sections of this report is from the first round of the Government’s Foresight

Programme and the responses to a Delphi questionnaire developed by the Applied

Criminology Group, University of Huddersfield. The two sets of information have been combined

to form a thorough analysis of the impact of future technology and demography on crime.

The Foresight Programme (originally launched in 1984 as the Technology Foresight

Programme) is part of UK Government’s initiative to promote UK industry in the next twenty

years. "Foresight develops visions of the future to guide people who make today’s decisions

in business, academia and government. It is about anticipating the future; identifying

potential needs, threats and opportunities; and encouraging people and organisations in

the UK to act now to meet future challenges and take advantage of future opportunities"(4).

The programme aims to gather expert opinion on the technological opportunities emerging

during the next ten to twenty years and the best means to utilise them. Fifteen panels

represent different sectors of future society, ranging from obvious high-tech industries, such

as communication, information technology and electronics, to other traditional areas

including transport and agriculture. The programme is now in its second round with the

creation of a specific thematic panel on crime prevention, which is to undertake the main

part of its work during 2000. It should be noted that the information in this report is from the

first round of the Foresight Programme only. For more information on the Foresight

Programme see the Appendix. 

The Delphi exercise was designed to build on the work of the Foresight Programme by

specifically examining the links between future technology and criminal activity – something

only touched on in the first round of Foresight. Eighty experts in a number of fields - including

the police, insurers, loss adjusters, academia, and retail and financial services - were asked

to complete two questionnaires about future innovations and crime. Respondents were asked

to answer and provide comments on questions about the probability of future innovations

eliciting criminal activity. For example, experts were asked: "What is the probability of some

companies defrauding customers whilst selling goods over the Internet ? - Definitely Not;

Unlikely, Likely, Very Likely, Definitely" Throughout the Delphi exercise, visits were made to

selected experts to obtain more detailed information. All the opinions were exchanged,

revised and collated. It should be noted that the information in this report is from the second

round of questionnaires only. For more information on the Delphi Exercise see the Appendix. 

In relation to this report, there are a number of concerns associated with anticipating future

crime trends. 

1. By highlighting emerging opportunities to commit crime it is possible that we are putting

ideas into the mind of criminals. However, the work presented here and in other ABI crime

reports (Criminal Decision-Making: General Insurance Research Report Number 2 (3))

demonstrate that the criminals’ ability to spot new opportunities is extremely advanced.

2. Of course the danger that comes with thinking about the future is that predictions could be

wrong. However, this would be one of the most desirable outcomes of this work. If responses

Foresight and 
Delphi

General Insurance Report No. 7
Future Crime Trends in the UK
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are developed to prevent unwelcome trends before they occur then, on the one hand, the

predictions are wrong, but on the other, a future is shaped that is more desirable.

3. It would be impossible in the lifetime of this research to have captured all advancements

in technology, and there is a danger that the report will be out of date before it is

complete. However, the primary aim of the report is to promote the benefits gained by

thinking about technology and crime in the future in general, ahead of today’s criminals,

regardless of whether all the innovations are accounted for.
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2 Analysis of the British 
Crime Survey

This section analyses data taken from the British Crime Survey (BCS). The BCS is a large

biennial survey run by the Home Office designed to provide a count of crime in England and

Wales including those incidents that go unreported to and unrecorded by the police. The

BCS has been conducted seven times from 1982 to 1998 (measuring crime in 1981, 1983,

1987, 1991, 1993, 1995 and 1997). In recent sweeps, a nationally representative sample of

roughly 15,000 people were asked to provide demographic information and answer

questions about their experience of various types of crime. From these responses it is possible

to make a fairly accurate estimate of crime rates as well as obtain information on house

type, location, etc. From this data it is possible to identify present patterns of risk and

anticipate future trends in criminal activity. However, it should be stressed that the BCS does

not examine patterns of victimisation against commercial property, fraud, the homeless,

victimless crime or people aged under 16. 

Graph One shows the trend in all BCS crime incident rates since 1981 (burglary, theft of

vehicle, theft from vehicle and personal crime combined). Between 1981 to 1991 there was

a steady increase in the number of crimes committed (3.2% a year). However, between 1991

and 1993 there was a sharp increase, with a levelling off between 1993 and 1995 (as per the

BCS Bulletin 1998). In total, there was 49% more crime in 1997 than in 1981. There are probably

a number of socio-economic factors affecting the levels of crime within this time span, but

it is outside the scope of this report to examine them in depth. One possible explanation for

the recent reduction may be the introduction of increased CCTV coverage and / or

improvements in home and vehicle security.

Introduction

Graph 1.
Trend in all BCS crime between 1981 to 1997
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Graph Two shows trends in burglary incidence rates between 1981 and 1997. The graph shows:

1. The overall number of burglary incidents.

2. Incidents where attempts were made but no loss occurred.

3. Incidents where entry was gained regardless of loss.

4. Incidents where loss occurred

As with the overall crime trends shown in Graph One, the number of burglaries rose steadily

in the period under investigation with a sharp increase between 1991 and 1993. Again,

between 1995 to 1997 the rate fell (by 7%). During this last period, the number of burglary

attempts with no loss remains relatively uniform. However, the number of successful

burglaries where property was actually stolen has decreased. This decrease can be

explained through the reduction in incidents where the offender gained entry to the

premises. In other words, burglary attempts remained uniform, but the number of attempts

where entry was gained and property stolen was reduced. This may be explained by the

increase in security present in domestic premises. 

Using the BCS data it is also possible to identify links between burglary crime and certain

demographic characteristics of the property / property owner. This data can be used to

identify specific risk factors. For example, Graphs Three, Four, Five and Six show percentage

of victims of burglary between 1981 and 1997 (where applicable) in relation to area of

property, type of property, age of homeowner and income of homeowner (for complete

table of figures see Appendix). It should be underlined, however, that there may be overlap

between one characteristic and another. 

Burglary

Graph 2:
Trend in burglary incidents between 1981 and 1997

Graph 3:
Percentage of victims (once or more) of burglary by area of property between 1991 and 1997 
(data not available for 1981 – 1987)

2000

1500

500

1000

0

1981 1983 19971995199319911987

N
u

m
b

e
r o

f 
in

c
id

e
n

ts
 (

00
0s

)

Year

Overall        Attempts no loss        entry        loss

20

15

5

10

0

1981 1983 19971995199319911987

P
e

rc
e

n
ta

g
e

Year

Inner city        Urban        Rural



7

General Insurance Report No. 7
Future Crime Trends in the UK

Graph 4:
Percentage of victims (once or more) of burglary by type of property between 1981 and 1997 

Graph 5:
Percentage of victims (once or more) of burglary by age of homeowner between 1981 and 1997 

Graph 6:
Percentage of victims (once or more) of burglary by income of homeowner between 1981 and 1997 (subject to inflation).
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Unfortunately, due to changes in the design of the BCS, the survey is unable to provide an

analysis of all the risk variables between 1981 to 1997. However, data taken from the 1998

sweep of the BCS ONLY indicate that burglary related crimes in 1997 were higher for

households where the home is:

• In the north of the country;

• In an inner city area;

• In a council estate area;

• On a main road or side road;

• The home is a flat or end of terrace property;

• The head of the household is relatively young;

Burglary Summary
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• Single parent family;

• Head of the household is unemployed;

• Household income is low (under £5000 a year);

• The home is rented privately or from a council or housing association.

Further research on correlation and causation links between these socio-economic and

demographic factors and buglary is needed. For more information on insurance implications

of the 1997 British Crime Survey see Association of British Insurers General Insurance Research

Report Number 5 ‘Crime Statistics and Underwriting’ (5). 

Between 1981 and 1993 there was a steady increase in vehicle related crime - both theft

from vehicles and theft of vehicles. This rise levels off around 1993, and begins to fall after

1995. Graph Seven shows the overall number of vehicle thefts, as well as the figure broken

down into the related categories of theft of vehicles and theft from vehicles. As can be seen,

incidents of theft from vehicles are consistently higher than theft of vehicles through out the

period concerned. The overall fall in vehicle crime after 1995 could be a result of improved

CCTV coverage in many high risk areas (eg. car parks), improved car security systems, or

simply a change in offender behaviour. 

Similar to burglary, the BCS data can be used to identify links between vehicle crime and

certain demographic characteristics of the vehicle owner. Graphs Eight, Nine, Ten, and

Eleven show percentage of victims of vehicle related crime (both theft of vehicles, theft from

vehicles, and attempts) between 1981 and 1997 (where applicable) in relation to area of

location of property, type of property, age of vehicle owner and income of vehicle owner.

For complete tables of figures, see the Appendix. The household characteristics that predict

vehicle related thefts are by-and-large the same as for burglary. However, unlike burglary,

vehicle-related thefts are more common for homes with higher income occupants. This may

be due to the occupant / occupants owning more than one vehicle or the vehicles

themselves being more attractive to thieves. 

Vehicle Crime

Graph 7:
Trend in vehicle crime between 1981 and 1997
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Graph 9:
Percentage of victims (once or more) of vehicle crime by type of property between 1981 and 1997.

Graph 10:
Percentage of victims (once or more) of vehicle crime by age of head of household between 1981 and 1997

Graph 8:
Percentage of victims (once or more) of vehicle crime by area of property between 
1991 and 1997 (data not available for 1981 – 1987)
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Again, due to changes in the design of the BCS, the survey is unable to provide an analysis

of all demographic variables between 1981 to 1997. However, data taken from the 1998

sweep of the BCS ONLY indicate that vehicle related crimes in 1997 were higher for

households where: 

• The head of the household is aged 16 to 44;

• One adult is living alone with children;

• The head of the household is unemployed;

• Household income is high: above £30,000 a year;

• The home is rented privately or from a council or housing association;

• The home is a flat or end of terrace.

Statistical analysis by the University of Huddersfield Applied Criminology Group has identified

the percentage of specific goods and items stolen during this period. Graph Twelve shows

the proportion of all incident rates for the theft of a number of common household items

between 1981 to 1995 (data was not available for 1997) with burglary, vehicle and personal

crime data combined. One major finding is that the proportion of incidents where cash was

stolen has reduced dramatically. In 1981, cash was taken in 17.7% of incidents; by 1993 this

proportion had dropped to only 8.8% - although there is an increase in percentage in 1995.

In parallel, the growth areas of theft were purses and cheques. The coincidence of the

growth in the theft of purses, credit cards and cheques with the reduction in the theft of cash

suggests either a specialisation in the targeting of items, or a reduction in the opportunities

to steal cash. What the graph does not show, however, is the economic loss for each

category of item - only the proportion of incidents. From an insurance perspective, further

more detailed research employing this methodology could be beneficial. 

What is stolen?

Vehicle Summary

Graph 11:
Percentage of victims (once or more) of vehicle crime by income of homeowner between 1981 and 1997.
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Summary

Graph 12:
Items stolen in the property, vehicle and personal crime categories between 1981 and
1995 (data not available for 1997)
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In general, both property and vehicle related crime have, on average, been on the

increase between 1981 to 1997, with a steady decrease since 1993. The current decrease

seems to be continuing on from 1997. The Home Office Recorded Crime Statistics for

England and Wales (April 1998 to March 1999) also show that recorded police crime has

fallen: vehicle crime is down 2% and burglary has fallen by 6% (6). However, looking to the

future, recent Home Office research (Home Office Research Study 198 (7)) suggests that

other socio-economic factors may keep this post 1995 reduction in check, or even create

an increase in crime. For example, there will be a 4% increase in the proportion of young

men under 18 over the next three years – the age group in the population that accounts for

one quarter of known offenders. Drug addiction and drug related attacks are also

becoming an ‘increasingly powerful driver’ for property and vehicle related crime (7).

The Government is aware of these issues and is ‘embarking on a crusade against crime’ through

programmes like the National Crime Reduction Strategy (8). The Crime Reduction Strategy

(published in 1999) sets out the actions the Government plans to take to reduce crime in the

short to medium term. This includes requiring police and local authorities to set targets for crime

reduction for the next five years (specifically burglary and vehicle related crime) and to make

sure they meet those targets. The aim is to turn the short-term reduction in crime experienced

between 1995 to the present into a long-term trend. Further information can be found on the

Home Office web site at www.homeoffice.gov.uk or see the Appendix.
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3 Physical Technology and 
Crime

Products attractive to both consumers and criminals are sometimes called ‘hot products’

The relative attractiveness of these products varies with the immediate social trends. The

ability to determine what the next set of hot products are, before they are released onto the

market, would be a useful tool for risk management. A number of criminological models

have been designed for this purpose. For example, Felson (9) uses the characteristics of

Value, Inertia, Visibility, and Access (VIVA) as a guide. Clarke (10), on the other hand, uses

Concealable, Removable, Available, Valuable, Enjoyable, and Disposable (CRAVED) as his

terms of reference. For more information on both models see Appendix. 

Examples of potential future ‘hot products’ include:

• The launch of Digital Television and the subsequent switching off of analogue

transmissions may spark a crime epidemic in the rush to replace obsolete analogue

televisions. However, the major digital broadcasters are now offering set top boxes free

of charge, and this is likely to reduce their attractiveness to thieves. Nevertheless, existing

cable television set top boxes are also provided free on subscription, and yet these still

disappear in their thousands every year. Further research on this potential loss scenario is

needed.

• Portable Digital Virtual Disk (DVD) players are now available weighing just 900 grams and

costing up to £1000.

• The ‘wearable PC’ was on sale by the end of 1999. This is the size of a personal stereo,

but has the computing power of a laptop, and costs around £2000. 

• The first Digital Audio Sets (Digital Radios) will be in-car systems. 

It is important to stress that not all ‘hot products’ are expensive and high tech. For example

stamps, phone cards and Lottery scratch cards have all been subject to theft. Although low

in value, they have the potential to provide far more funds or services. These low value

products are normally accessible at relatively low risk, for example placed on shop counters.

A similar problem has arisen with call vouchers for ‘pay as you go’ mobile phones. 

Foresight predicts some of the services available in the future will include online information,

teleshopping, telemedicine, video and music on demand, distance learning and

telecommuting (11). These new electronic services will be available from the home, as well

as from the office or whilst travelling. Within 5 years these multimedia services will also be

accessed from personal digital assistants (PDA): multimedia communicators as compact as

Introduction

Services
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a book or even a wrist watch (12). Personal virtual reality systems are predicted to have the

same market penetration as today’s personal stereo systems. The energy sector is

developing batteries that store five times the power at no extra cost or weight (13).

To this end, in the future, it will not simply be hot products themselves that will be attractive

to criminals, but the facilities and services accessible from the products will also provide

demand (‘hot services’?). The physical product will simply be the means in which to gain

access to the service. Furthermore, entry onto the hot service platform will provide the

criminal with the ability to create more loss and damage. For example, if the PDA - or

something similar - becomes the main device through which we organise our lives, armed

with your digital identity and PDA the high tech criminal will be able to:

• Access a greater choice of interactive multimedia financial services and trade

electronically paying by your direct debit and your electronic money (14);

• Purchase a range of other goods and services, from food to cars;

• Access your email and other private communications;

• Access your business’ commercial paperwork / data;

• Access personal medical information and acquire a repeat prescription for drugs from

your telemedicine service.

In respect to technology and domestic risk, within 15 years the Foresight Programme predicts

50% of UK households will use an interactive multimedia system in the home (11). This system

will provide personal computing, digital television, telephone, games, and access to

networks (12). According to Delphi, if technology continues to expand into the home, the

targeting of domestic premises by burglars is likely to increase in the future. Another reason

for this increase will be the number of employees working from home (e.g. telecommuting).

Private dwellings may well become softer targets for criminal attack than many businesses

due to less security. In addition, as technology may be paid for by and remain the property

of the employer, its guardians may not take the same precautions to protect it as they would

with personal property. 

The Delphi questionnaire asked whether the increasing uptake of technology in the home

would make homes more attractive targets for burglary in the future:

The expansion of the mobile phone market over the last decade has been phenomenal.

There were around 0.3 million mobile phone users in 1995 in the UK, and there are now

around 24 million (January 2000). The mobile phone industry predicts that in approximately

five years mobile phones will replace fixed telephones in the home. As mobile phone

handsets converge with Internet technology providing ‘hot service’ access as well, mobile

phone crime is likely to continue and increase. 

Domestic

Mobile Phones

Definitely Not 0%

Unlikely 26%

Likely 45%

Very Likely 29%
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A good example of current mobile phone misuse is the ‘no-contract’ mobile phones. These

phones are being targeted in a number of ways:

• No contract means the mobile allows greater anonymity for callers. Although it is possible

to trace most calls back to an individual phone, identifying the person making the calls

is a different matter. 

• There are loopholes in the ‘pay as you go’ mobile phone schemes that enable

knowledgeable users to switch to other networks and avoid payment. 

• The vouchers used to pay for calls with these phones have also been targeted. These are

an item commonly shoplifted from supermarkets.  

• Vouchers are also easy to reproduce with the quality of printing facilities available today.

The ability to counterfeit vouchers may mean renewed employment for those criminals

beaten by the improvements in security made to bank notes, event tickets and so on. 

• Criminals have also reprogrammed ‘prepaid’ mobile phones to obtain free calls.

• Other methods are also being exploited. For example stolen mobile phones can be

dismantled, and the individual components sold on. 

The Delphi questionnaire asked respondents whether mobile phone/number cloning is set to

continue:

It is not just electronic technology that is developing at a pace. Developments in the area

of biological and chemical materials will have a similar impact on society. Newly developed

drugs will prove to have clinically recreational applications, and black markets for their

supply will develop. For example, Viagra was developed for impotent men but has rapidly

assumed the status of a recreational drug. More sinister developments include the use of the

drug Rohypnol and other ‘truth drugs’ in cases of rape. 

Respondents in the Delphi exercise were asked whether drugs would be used for unintended

purposes in the future:

Many respondents (71%) believed that drug related crimes would have the greatest impact

on the domestic sector. Just over half thought this problem would impact in the near future,

53% felt this crime would begin to have serious impact before 2005. Research indicates that

drug-induced or drug-fuelled crime is already a major contributor to both vehicle and

property crime (7). Detailed analysis is needed on the economic costs of drug-related

crimes, both now and the future. 

Drugs

Definitely Not 0%

Unlikely 31%

Likely 31%

Very Likely 16%

Definitely 22%

Definitely Not 0%

Unlikely 0%

Likely 56%

Very Likely 44%

Definitely 0%
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Future developments in technology also provide the means with which to fight crime: either

through the creation of more effective security products (e.g. more effective CCTV

cameras) or crime fighting applications for new technology (e.g. biometrics). Indeed, many

experts consider biometrics to be the answer in the fight against crime (15) (16). A biometric

is a unique, measurable human characteristic usually used to automatically recognise or

verify an identity (15). Examples of biometric measures include fingerprint, voice, iris and vein

pattern recognition. Future possibilities could include body odour and DNA (while it is

already possible to identify a person through their DNA it is not possible to do this

automatically – e.g. in real time). Areas for biometric use identified by experts include: data

security, call centres, physical access security and forensics (16). Incorporating biometrics at

the point of sale or cash withdrawal could increase security and better control the use of lost

and stolen credit cards (17). A number of current examples of biometric application include:

Delphi respondents were asked whether technological advances such as the use of

biometrics would overcome the problems of crime:

Many Delphi experts considered that criminals would continue to find ways to counter

biometrics and technological advances. At present, the success of biometrics and other

technological developments like smart cards (electronic cards containing personal identity)

are limited by problems with the rejection of genuine requests. When applied in the real

world, wider factors such as bad weather can affect the accuracy of these measures,

thereby allowing criminals the means to counter them. Further research on the effectiveness

of biometric technology as a tool to mitigate crime is needed if insurance support for these

programmes is to be given.
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Fighting Crime

Example

Nationwide Building Society has conducted trials of the first iris recognition cashpoint

machine. The markings of the iris, the coloured portion of the eye, are unique,

unchangeable and cannot be duplicated, making this a much more secure system than

using pin numbers. A photograph of the customer’s ‘eye print' is stored in a database and

used to verify a member's identity when they make a transaction. After a six month trial the

system was heralded a success (18). 

Barclays Emerging Markets Group are evaluating a system to authorise their employees’

access to the company’s computing network using fingerprint identification. Staff would

log on only once to gain authorised access to a multitude of internal systems. In place of

passwords, fingerprints would be stored electronically on a ‘smart’ User ID card (19).

Definitely Not 0%

Unlikely 42%

Likely 37%

Very Likely 21%

Definitely 0%
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The Internet provides both a vulnerable product and a technology that can be used to

criminal ends. As Internet access becomes cheaper (or free) and the cost of computers with

Internet capabilities fall, the Internet will become increasingly accessible to the wider public.

In fact, Internet use is set to double to 300 million by 2005 (with the greatest growth in Asia

and South America (20)). Furthermore, the use of the Internet to trade electronically will

increase in both the domestic and commercial sectors. E-commerce – ‘the trading between

businesses, and businesses and consumers’ (21) - is likely to increase to £800 Billion by 2003

(22). As a greater proportion of the population goes 'on line' the Internet will become a major

vehicle for criminal activity as well as the dissemination of criminal information (23).

Insurance concerns regarding Internet crime have mainly focused on customers transmitting

credit card and banking details electronically, and the potential for criminals to intercept

these details and use them fraudulently. 

Delphi questionnaire respondents were asked whether criminals would intercept credit card

details as they were transmitted over the Internet:

Delphi respondents considered these crimes as likely, but not definite. Indeed, Strossen (24)

sees the perceived threats to e-commerce and financial transactions over the Internet

(including credit card details) as the ‘ghost stories’ of our time. ‘Intercepting card and banking

details over the web is not as easy as the public perceive, particularly with developments in

encryption’ (24). As one Delphi respondent noted: "credit card fraud as a result of Internet

interception is an urban myth not founded in fact". According to another Delphi expert, it is

likely that Internet crimes will be one-off ‘big hits’ rather than ‘many little crimes’. The

intellectual challenge and great rewards would attract the few but not the ‘average’ criminal.

Regrettably, for the skilled criminal, the rewards are high enough to develop the means to

defeat them. Internet card transactions are no more or less secure than transactions

conducted elsewhere: "There is tremendous hype about Internet problems, but there are

problems wherever cards are used" (27). For the less skilled criminal, it will still be easier to take

paper credit card details from restaurants or steal them from the mail. 

The Electronic Commerce Association (25) also believe there are not any great risks associated

with e-commerce and card transactions. Moreover, there are methods in place to manage

credit card transactions over the Internet. For example Secure Electronic Transaction: 

4 Internet Crime

Credit Card Fraud

Definitely Not 3%

Unlikely 21%

Likely 30%

Very Likely 37%

Definitely 9%
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Nonetheless, the risks to persons engaged in e-commerce and financial transactions over the

Internet do not lie solely with intercepting details in transit. Other points of vulnerability include

the sourcing of orders, settlement, conveyancing, letters of credit, insurance certificates and

notarisation. It is the areas where human handling occur that provide vulnerability. For

example, financial details may be stolen by those processing online transactions rather like the

restaurant and petrol station worker who copies credit card details today. Further research is

needed to identify where these points of vulnerability may lie. 

Another area of Internet related crime relevant for insurers is the potential for ‘virtual firms’ to

defraud customers. By its very nature, the anonymity of the Internet creates new

opportunities for ‘companies’ to conduct fraud. The perpetrators of organised crime and

fraud will be harder to trace when hidden behind the front of an electronic organisation. It

is therefore difficult to hold them accountable for their actions. As the Foresight Programme

comments ‘The Virtual Firm has no physical location but its operations are dispersed globally’

(11). Current examples of Internet fraud include taking payments and not delivering

products, selling poor quality products, counterfeiting and marketing stolen goods (28).

Customers may find they have ordered goods from a company that does not exist, gained

a qualification from an unrecognised distance learning college, or received a service from

a professional with a bogus qualification. 

Two current examples include:

General Insurance Report No. 7
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Visa and MasterCard are working together with companies such as IBM,

Microsoft and Netscape to develop the Secure Electronic Transaction

(SET) protocol being tested by 45 banks in 18 countries. Under SET,

customers are issued with a virtual card which is installed on the user’s

computer. Organisations that are in the scheme offer goods and

services on the Internet and will display the SET logo (26).

Defrauding 
Customers

Fraudsters targeting newcomers to the Internet, or ‘newbies.’  New subscribers

to an Internet Service Provider (ISP) have been receiving messages claiming

that an administrative error has resulted in the loss of some personal details.

The email then requests that users re-send their credit card details (29). 

In January 1999 three individuals in the USA were charged with billing

consumers’ credit card accounts for unordered adult Internet services.  Some

of those billed did not even own a computer.  Using several company aliases,

the fraudsters are alleged to have used software to create ‘well-formed’

credit card numbers, that will pass the validation checks used by processors.

The software which was used is freely available on the Internet (30).
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Email, Hacking and

Viruses

18

The Delphi Exercise asked respondents whether some companies selling goods over the

Internet would defraud customers: 

According to Delphi, Internet crimes will seem likely to increase in the future. In detail, nearly

76% of Delphi respondents considered the domestic Internet user to be at the greatest risk. 

The risks associated with electronic communication are already evident today in ‘viruses’ (a

program that attaches itself to a legitimate one, makes copies of itself and may release a

payload), ‘hacking’ (unauthorised access to a computer), ‘spamming’ ( inappropriate use

of a mailing list by sending the same message to a large number of people) and the

‘misappropriation of cookies’ (pieces of information like registration details, online shopping

information sent by a Web Server to a Web Browser). Online stalkers can trace the

movements of net surfers who trawl the web (11). In the future, these forms of

communication attack may become the easiest way to damage a commercial, political or

personal enemy. Moreover, according to Foresight, as computer software becomes

increasingly central in our lives, the computer virus, developed to order and sold, could

become a major vehicle for terrorist and blackmail attack. 

Delphi respondents were asked whether electronic mail would be used for abuse,

harassment, threats and extortion: 

The majority of Delphi respondents agree that electronic abuse through mediums such as

email will continue to grow. One respondent argued that good controls and audit trails

would help combat email, hacking and virus problems. However, others pointed to the

increased availability of email services that enable anonymity, including Hotmail and

annonymous.com. The insurance implication of losses due to virus, hacking attack through

business interruption is relatively unknown.

True anonymity online can be achieved using an ‘anonymous re-mailer’. Remail enables

anonymous use of the Internet.  It is a medium that can be accessed by anyone throughout the

globe with a computer and modem. Re-mailers are computer services that cloak the identity of

users who send messages through them by stripping all identifying information from the email

and allocating an "anonymous ID". The most sophisticated re-mailer technology available is

called MixMaster, it uses public key cryptography, granting unprecedented anonymity to users

who wish to communicate in complete privacy. By chaining together several re-mailers a user

could create a trail so complex that it would be impossible to follow (31).

Definitely Not 0%

Unlikely 6%

Likely 21%

Very Likely 39%

Definitely 34%

Definitely Not 0%

Unlikely 6%

Likely 36%

Very Likely 33%

Definitely 25%
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Fighting Crime Does the Internet call for a new form of policing, new laws and alternative forms of

regulation? One argument states that the Internet is developing its own forms of self-

regulation. Groups like the Internet Rapid Response Team have formed to report and

remove offensive material from the Internet. The Internet Watch Foundation is a formidable

pressure group policing the content of the net and is endorsed by the Metropolitan Police,

the Department of Trade and Industry, the Home Office and Internet Providers Association.

However, The National Criminal Intelligence Service (NCIS (32)) do not consider that ‘self

policing’ of the Internet will suffice. Indeed, NCIS have called for a national computer crime

unit - that has now been set up. However, a problem lies in whether the police have the

specific resources required to identify, detect and prevent cyber crime. Whatever the

outcome, the management of crime risks on the Internet is of central concern to

commercial businesses, the government and domestic consumers. Consequently, for

insurers, penetration into Internet and online risk is possible if efficient risk management

procedures are in place. Further research on e-commerce and the Internet as new area for

insurance penetration is needed. 

19



General Insurance Report No. 7
Future Crime Trends in the UK

Introduction

Data Warehouses

According to Foresight, "Information is the new raw material of the next century" (12). The use

of electronic information is in its infancy today, and the amount of information stored

electrically will grow exponentially (11). Indeed, few people realise the true criminal value of

information. Many commercial organisations are unaware of the true worth of their

information so do not protect it properly - particularly in relation to corporate espionage. In

the future, because many physical goods and products will be manufactured cheaply

through automation, it is the conception of new designs, patents, knowledge, and

intellectual property that will be the more expensive commodity.

Both the government and the commercial sector are becoming aware of the value of

information and the potential for information misuse / crime. To this end, measures have

been devised to promote secure information management. For example, British Standard

BS7799 (33) sets out a number of guidelines on how businesses can secure both electronic

and physical information to protect it from criminal attack and misuse. The standard goes

some way to manage information risk, but it is by no means universally employed. The use of

insurance to protect against information misappropriation is one possible means to manage

risk. Indeed, the underwriting of patents and trademarks is also a possibility (34). Further

research is needed to examine intellectual property and the possibility of providing

insurance cover.

While on the one hand information is increasing in value, on the other there is a tendency

for large quantities of information to be stored in one place - commonly known as ‘data

warehousing’. The financial services and retail sectors both make use of sophisticated

customer profiling, enabling them to tailor products and services to customers. These profiles

will contain detailed and private information regarding the client and customer, including:

stock levels, distribution data, addresses where goods are stored or where goods will be

delivered. 

The Delphi questionnaire asked respondents whether they considered data warehouses

containing valuable, confidential or sensitive data to become vulnerable to hackers

employed by larger criminal organisations:

5 Information Crime

Definitely Not 0%

Unlikely 12%

Likely 42%

Very Likely 30%

Definitely 16%
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The results indicate that these forms of crime are likely to occur in the future, with many

respondents considering a new form of criminal likely to appear: ‘the hacker for hire’ - selling

his or her skills to the highest bidder. To this end, the electronic protection of data warehouses

will be just as important, if not more, than the protection of the building from physical attack.

Information can also be used to fight crime. In the retail trade, companies are developing

intelligence databases to identify trends in criminal activity. For example, one supermarket

chain maintains a database of crime trends with each store recording crime and security

incidents and downloading the information to a central system. This information enables the

chain to conduct risk assessment and target crime prevention at a local level. Britain’s

largest retailers in accordance with NCIS will be feeding information into a central crime

database to conduct similar analyses nationally (32).

In addition, moves to prevent information crime itself have fed the growth of a new and

major industry: ‘Information Security.’ Many military developments for information

management are finding wider commercial applications via this field. Information security

measures include:

• Encryption systems used to encode data on a machine or during transmission making it

accessible only to authorised users;

• Firewalls that create a ‘virtual moat’ around a system to guard against outside electronic

intruders;

• Digital signatures that provide a computerised authentication of electronic documents. 

However, two surveys have found that information security in UK business is seriously lacking.

Management consultants KPMG conducted the first (35) and the other was authored by the

British Computer Society (36). KPMG found that many business’ security policies were

inadequate, and as a result many infringements of security were going undetected.

Furthermore, commercial organisations are unwilling to divulge information on electronic

security breaches for fear of loss of reputation. Thus, the extent of commercial information

crime will continue to be difficult to quantify. For more information on electronic crime see

NCIS in the Appendix.
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Only selected insurance markets will have interest in copyright crime, but it represents one

area of rapid criminal growth. For example, the uploading and downloading of audio and

visual recordings like books, films, software, music albums and other multimedia services on

the Internet is an area on the increase. Material (such as a music album) can be illegally

copied and uploaded to a web site where other Internet users can then illegally download

it. In comparison, dedicated multimedia sites do exist for the legal downloading of material

(some record companies now place music on the web for downloading). It is the illegal sites

that are the problem however. Everything from Microsoft Office software to distance

learning education to the full Star Wars Episode One movie available - if you know where to

look. There are two ways in which this development may affect future crime trends: it will

either mean an increase in illegal copying of materials; or that the price of products

delivered in this way will be reduced - removing the profitability and therefore the

occurrence of piracy. 

Delphi respondents were asked whether audio and visual recordings available through

Internet/multimedia services would lead to a rise in illegal copying:

From the responses to the Delphi questionnaire, it appears that the first proposition is far more

likely. Indeed, out of all the crime trends and technological developments examined by the

Delphi experts, the illegal uploading and downloading of multimedia material from the

internet is seen as the most likely to occur. This form of piracy is particularly problematic

because it will be so widespread, difficult to detect and impossible to police. Music is one of

the main commodities currently available over the Internet (see box below). Furthermore,

until the music and video industries agree on format standards, this type of crime will

continue to grow. How this new area of risk will develop and the way it will affect the

insurance industry is difficult to predict. Further information and research on Internet piracy

and the possible effects on the insurance industry is needed. 

6 Copyright Crime

MP3 (Motion Picture Expert Group - layer 3) is an audio format that lets users compress music files

to send over the Internet and is a tool for widespread music piracy.  While the compression of data

is strong, the musical quality remains surprisingly high.  It is estimated that 3 million tracks are

downloaded from the Internet daily (September 1999), the vast majority of them pirated. The MP3

is attractive to consumers because it can easily integrate with a home stereo system, and it is more

portable than compact discs when combined with playback devices such as the MPMan (37).

Definitely Not 0%

Unlikely 0%

Likely 22%

Very Likely 41%

Definitely 37%
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The historical development of currency has mainly been shaped by the need to protect

bank notes from counterfeiters. This ‘arms race’ (38) between the producers of notes (and

cheques) and those who counterfeit them will become more intense as copying technology

increases in sophistication. 

Delphi Respondents were asked whether continuing developments in copying and printing

technologies would facilitate counterfeiting of products, bank notes and cheques: 

Respondents agreed that this form of crime would continue to be a problem. One particular

target for counterfeiters identified by the Delphi exercise is the introduction of the Euro. The

theft of a security hologram design that was due to appear on the notes demonstrates

criminal interest (39).

There are a number of reasons why the Euro is a high priority target:

• The highest denomination of Euro notes will be 500 EURO, approximately £300. High

denomination notes are attractive to counterfeiters, who gain more money for each risky

transaction; 

• A reduction in international border checks will allow organised criminals to transport

unaccepted counterfeited currency like the Euro from their own regions to use

elsewhere;

• Consumers today find it difficult to evaluate prices in Euro, as they do not appreciate if

the Euro denominations are high or low compared to local currency. Fraudulent traders

will capitalise on this confusion. 

Germany’s Bundeskriminalamt (40) have identified a number of possible Euro crime

scenarios. These include:

• The constant exchange of national notes to Euro notes will provide more opportunities to

pass counterfeits. For example, busy cashiers may have less time to scrutinise notes;

• Prior to the conversion, the number of hold ups and offences relating to storage and

transport of money will increase as advanced stocks of Euro are prepared;

• When changing cash dispensers over to the Euro, the use of temporary staff may

promote theft of sensitive data to manipulate the machinery or process. 

Electronic wallets are purses and / or cards carrying software enabling them to perform

monetary transactions (‘electronic money’ or ‘E cash’). These have been on trial for a number

of years. Electronic money was designed to enable customers to pay for small items like

newspapers, car parks or bus tickets electronically, eliminating the need to carry (or mint) small

change. The two leading developers are Mondex and VisaCash. Acceptance has not been

entirely widespread with the public preferring to pay for smaller items with notes and coins. If

there is a national transition to the use of 'electronic money' in replacement for paper notes and

traditional coins, there could be a decline in the number of street robberies. 

Currency
Counterfeiting

Electronic Cash

Definitely Not 0%

Unlikely 3%

Likely 12%

Very Likely 66%

Definitely 19%

23



Delphi respondents were asked whether the widespread adoption of electronic purses would

lead to a reduction in the number of street robberies for cash:

Overall, electronic money is not the answer to crimes relating to cash and traditional

payment techniques. Some respondents felt that crimes would migrate to other forms of

cash and products carried about the person, such as jewellery or new portable electronic

products. In general, the targeting of electronic purses by criminals was thought to be far

more likely than any reduction in crime created through this means. 

There are promising signs that developers of copying technology are accepting some

responsibility for these problems. For example, Cannon alerted the Bank of England to the

potential to produce good quality counterfeit banknotes with their new machines. Printer

manufacturer OKI Systems, in conjunction with other manufacturers, has set up a trade

association aimed at: one, reducing the amount of counterfeiting of images and

consumables, and two, identifying the suppliers and distributors of all types of counterfeit

goods. In respect to the Euro and international counterfeiting described above, the British

Retail Consortium is collaborating with retailers in the republic of Ireland to learn about the

impact of the Euro. 
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Fighting Crime

Definitely Not 3%

Unlikely 54%

Likely 34%

Very Likely 9%

Definitely 0%

24



General Insurance Report No. 7
Future Crime Trends in the UK

7 Changing Society and 
Lifestyle

The previous sections describe many of the products and services likely to be available to

consumers in the future and the possible crime risks associated with each. However,

technology use and acceptance does not develop in a social vacuum. For instance, the

ability to take full advantage of new services and technology could be restricted by income

and physical access to the technology. In other words, groups may be excluded not only

from the ownership of new technologies, but also from the wide range of services and

information they provide (28). The socially divisive and highly polarised uptake of new

technology could result in a high demand for these products and services by those left out

– possibly through black market and criminal means. Furthermore, this form of exclusion

could compound the deprivation felt by certain members of society leading to greater

motivation to offend in other areas. 

The Delphi exercise stated that the ability to take full advantage of new services would be

restricted by income and access to technology. The question was posed as to whether this

exclusion from services would increase motivation to offend: 

The general view was that difficulties would only arise if existing services are withdrawn

because they are considered uneconomical – similar to the proposed closing down of

analogue television. The introduction of alternative technology access points for those who

do not have direct access – such as the provision of Internet services in libraries, community

centres and phone kiosks – would help to mitigate the problem.

Demographic data analysed from the BCS between 1981 to 1995 by the Applied Criminology

Group at the University of Huddersfield suggest that the 31 to 45 age group and the over 75 age

group in society have grown in proportion over the last few years. The first of these groups would

appear to be the demographic bulge associated with the sixties baby boom, while the rise in

the population aged over 75 is likely to be the result of a medical treatment and a healthier

society. Thus, the increase in the size of these groups may provide an increase in vulnerability to

criminal attack. By comparison, other work suggests that because in an older population there

will be fewer people in the peak offending group – i.e. young males – an older society may not

be more vulnerable. However, it may be that the effect of this reduction in the relative size of

the peak offending group is outweighed by an increase in the ‘vulnerable population’. At this

stage, the ‘jury is still out’ as to determine the effect of demographic changes on victimisation

on the one hand, and offending on the other. 

Technology and
Social Exclusion

Changing
Demography

Definitely Not 3%

Unlikely 18%

Likely 55%

Very Likely 21%

Definitely 3%
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The Delphi questionnaire asked respondents whether there was the likelihood that an older

population would be more vulnerable to crime (statement 1), and whether tomorrow’s older

people will have greater disposable incomes and therefore an increased risk of victimisation

from crime (statement 2):

Overall it would seem undefined as to whether an older population would be more at risk

from criminal attack than other groups. One possible reason is that older people’s behaviour

is conditioned by a perception of increased risk and vulnerability. In other words, older

people experience a greater fear of crime, and they may change their behaviour

accordingly (41). Indeed, the elderly’s criminal vulnerability would be dependent on

numerous factors including the visibility of wealth, and security measures adopted in the

home. In America, elderly residents create gated communities where access is restricted to

normally open residential areas, such as roads, open space and playgrounds, making an

otherwise public area, private (42). But would living in gated communities protect older

people from fraud and confidence tricks, for example? And, if the elderly proportion of

society is growing, could there not be an increase in crimes perpetrated by the elderly

themselves? It is also important to remember that the elderly of tomorrow and their lifestyle

will not be the same as today's. Tomorrow’s older population may have greater investment

income from occupational pension funds and more generous settlement terms for early

retirement. For example, in 1998, 18% of those aged 55 or older take holidays more than

three times a year - twice the number 10 years ago (41). For some, over 50’s early retirement

becomes a ‘permaholiday’. 

According to Felson (9) and others, changes to the lifestyle of householders over the last few

years has created new opportunities for criminals. For example, some morning burglars take

advantage of the increasing number of parents who leave the house just before nine to

drive their children to school. The anticipated move towards a 24-hour society, where

people can work, play, visit a doctor or shop at any time of day or night, would mean the

number of homes empty during the day and night will increase - providing new opportunities

for domestic burglary. 

The Delphi exercise asked respondents whether the dawn of the 24-hour society would

increase the number of empty homes during the night, thus increasing opportunities for

burglary:

Domestic Risk

Statement 1 Statement 2

Definitely Not 0% 0%

Unlikely 64% 41%

Likely 30% 41%

Very Likely 6% 18%

Definitely 0% 0%

Definitely Not 0%

Unlikely 64%

Likely 30%

Very Likely 6%

Definitely 0%
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The Delphi responses do not mirror the conclusion drawn before. Sixty four percent consider

it unlikely that a 24-hour society will create an increase in burglary. One reason for this result

may be that in a true 24-hour society, lifestyle and mobility patterns would be unpredictable

- making the job of the burglar more difficult. With more people able to work, shop and

conduct a host of other activities using computers, they may seldom leave the house at all.

Occupancy / absence of a home is not the only factor for burglary, and, if patterns of

occupancy change, it is important to consider the methods that criminals use to ascertain

occupancy. In other words, it is important to consider whether new aspects of our lives are

helping criminals to select vulnerable targets. 

Changes to lifestyle created by the 24-hour society may also impact life outside the home.

In the commercial world, extended retail opening hours could lead to increased opportunity

for theft and shoplifting. It is not simply that there will be a longer time period to commit crime

in a 24-hour society, but that the retail environment may differ throughout the day -

providing more susceptible times for attack. For example, staffing costs are higher at

evenings and at night so the number of staff - including security staff - on duty in the evening

may be reduced. 

The Delphi exercise asked whether extended retail opening hours would lead to increases in

theft and shoplifting:

These forms of crime would seem likely to occur, but improvements in automatic security and

surveillance technology would help to combat the problem. However, over reliance and

confidence in these systems could result in further reductions in staff. Staff theft and fraud

may increase with fewer employees to monitor each other. Delphi respondents viewed the

retail industry and supermarkets to be particularly at risk as their product range diversifies into

more expensive products – e.g. designer clothes, televisions, videos and computers.

Furthermore, 24-hour retail opening means cash has a greater opportunity to accumulate in

situ. Supermarkets are countering this operational problem by arranging for cash to be

picked up more frequently throughout the trading day. Therefore the amount of cash in the

tills and safes is no higher than it has ever been in the past (although this may provide more

opportunities for criminals to attack cash in transit). The introduction of cash machines at

supermarkets can mean that there is now more cash on some supermarket premises than in

some banks. It is feared that this may increase the incidents of armed robbery. 

What roles and responsibilities will members of future society have in fighting crime? It is likely

that combating crime will not be the responsibility of the state or one agency - as has

historically been the case in the UK (e.g. the Police / Legal System). Instead, crime reduction

measures will be shared by society as a whole at both the community and national level.

Programmes like the National Crime Reduction Strategy (8), VCRAT (Vehicle Crime

Reduction Action Team) and PCRAT (Property Crime Reduction Action Team) are the

foundations for this philosophy. Indeed, previous programmes to reduce crime through

partnerships between government, police, commercial industry – including insurance - and

Commercial Risk 

Definitely Not 0%

Unlikely 15%

Likely 46%

Very Likely 39%

Definitely 0%

Fighting Crime
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the public sector have been successful. For example, widespread CCTV coverage in

shopping centres, property and vehicle marking schemes, neighbourhood watch are all

examples of successful co-operation between many sectors – albeit with varying crime

reduction effects. In the future, programmes of this nature are likely to be more common,

with the commercial and domestic sectors taking on more responsibility for crime

prevention. This increased participation is likely to be driven by: 

• Increases in the effectiveness, availability and affordability of security solutions making

them easier to obtain and install by both the commercial and domestic sectors;

• Greater financial incentives including possible tax benefits to businesses installing crime

prevention measures;

• The possibility that high-grade security measures may become a standard requirement

for insurance cover in domestic properties.

Delphi respondents were asked whether domestic and commercial groups within society

would take more responsibility for their own crime protection: 

Respondents agreed that public participation in crime reduction strategies are likely to

increase in the future. This has many implications for the insurance industry. However, one

possible consequence of individuals taking more responsibility for crime prevention initiatives

is an increase in litigation in both domestic and commercial sectors. This may create a rise in

false claims, as seen in the USA. Research is being conducted on the implications for insurers

on programmes like the National Crime Reduction Strategy – Insurance Implications of the

Crime and Disorder Audits, report due summer 2000. 

Domestic Commercial

Definitely Not 0% 0%

Unlikely 0% 15%

Likely 50% 48%

Very Likely 45% 24%

Definitely 5% 13%
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8 Conclusion and 
Recommendations

Technology is the future. Developments in electronics, computing, biomedical sciences,

chemicals and materials, communication and the Internet will produce a variety of goods,

products and services both attractive to consumers and criminals. ‘Information will be the

raw material of the 21st Century’ - creating a further crime market. Communication vehicles

such as the Internet will provide the means to conduct new forms of ‘information related

crime’ as well as conduct old forms of traditional crime (e.g. fraud) through new mediums

(e.g. the Internet). However, technology will also provide society with more effective security

devices as well as new methods and techniques to fight crime (e.g. biometrics). All these

technological developments will not evolve in a social vacuum. Future society will be, on

average, more affluent, aged and generally enjoy greater flexibility in living and working

conditions. 

• Analysis of the British Crime Survey indicates an, on average, increase in crime over the

last twenty years (between 1981 and 1997) but a steady decline in both burglary and

vehicle crime since 1993. 

• A number of variables can be linked to crime rates within the time period. Specifically,

the 1997 data identifies a number of socio-economic and demographic factors

associated with an increase in risk of attack – for example, living in an inner city area for

the risk of burglary. 

• Future crime trends are likely to be influenced by, on the one hand, Government

initiatives to mitigate crime (such as the National Crime Reduction Strategy). but on the

other, possible socio-economic drivers such as an increase in the number of young male

offenders in the coming years. 

• The increasing uptake of technology in the home will make domestic premises more

attractive targets for burglary. One reason for this increase will be the number of

employees working from home. However, the move towards a 24-hour society will mean

less predictable patterns of domestic movement, which may discourage some criminals.

Further research on the issue of telecommuting (‘working from home’), the 24-hour

society and burglary is needed.

• Hi-tech, high value, electronic products will increase in use in the domestic and

commercial sectors. Portable electronic products will be particularly vulnerable to

criminal attack. However, it is also the services available through the technology (e.g.

multimedia access) that will be another reason for theft. The introduction of digital

television is a possible example.  

• Insurers should be aware of new products and services about to ‘hit the streets’ and appraise

their crime potential proactively. Models such as CRAVED and VIVA may assist this effort.

British Crime Survey

Physical Technology
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• Where crime prevention or reduction benefits have occurred from the use of new

technology (eg. biometric trials) insurers should seek to encourage their application by,

for example, drawing the technology to the attention of their customers.

• The interception of credit card details over the Internet and the potential for fraud are

an unresolved electronic issue. It is more likely, however, that criminals will target stages

in the processing of credit card transactions rather than trying to decode the details in

transit. Insurers should be kept informed of the developments in encryption and other

tools used to manage transaction risks, particularly with the increase in e-commerce. A

risk analysis of the stages of Internet credit card payment process is also warranted.

• Incidents where virtual firms defraud customers who buy goods over the Internet are

serious and ever increasing. These virtual firms are difficult to identify, locate and

prosecute. 

• Hacking, viruses and email abuse will continue to create further commercial losses and

slow the take-up of Internet commerce. Measures designed to manage these risks -

including BS7799 and organisations policing the Internet - need further research from an

insurance and risk management perspective. 

• There is also the potential for insurance development within the area of Internet

transactions, e-commerce and online trading. For example, one insurer is already writing

policies for internet transactions that include cybervandalism to the policy holder’s

website, cyberfraud and the misuse of electronic signatures.

• Because of increasing automation, information and intellectual property will have an

extremely high value in future society. Specifically, information has financial value in its

own right, or can be used for malicious damage. Because of this, commercial

organisations will be subject to increase levels of information attack through external

hacking and / or internal information fraud. 

• Within the domestic and commercial sectors, the storage of large amounts of personal

information (shopping, banking and financial details) in data warehouses will make

these facilities vulnerable to criminal attack - however physically secure the premises

may be. 

• Nonetheless, the sharing, collation and processing of information from many different

sources will provide a means in which to identify and counter criminal activity at both the

electronic and physical level. 

• Information and intellectual property is an issue of increasing importance for all

businesses. Insurance development to provide cover for intellectual property, patenting

and trademarks may be an option. 

• Piracy and counterfeiting of currency and valuable objects (such as phone cards) will

expand as the standards and availability of copying technology improve. The

introduction of the Euro is one particular example. 

• International criminals will collaborate to counterfeit domestic and foreign currency,

trading across relaxed European border controls. 

• The illegal uploading and downloading of music, films and multimedia applications on

the Internet is set to become a major crime problem in the future. The implication for the

insurance industry regarding this new form of copyright fraud is as yet unknown.

Internet

Information 

Copyright
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• Changes in working and domestic lifestyle will also have additional criminological

implications. Certain groups may be excluded from new technology for financial or

geographical reasons. This may create ‘black markets’ for stolen goods or feelings of

social exclusion - both resulting in an increase in crime. Unrestricted, national access to

new technology (such as in schools and libraries) will help to mitigate this problem.

• The trend towards an aged population may provide criminals with a softer domestic

target market. However, demographics, increased wealth, affluence and access to

improved security measures could provide a means for the elderly to protect themselves.

For some forms of crime this protection may not be effective (e.g. fraud). Further

research is needed to address the potential for the development of tailored insurance

products.

• The move towards a 24 hour society will bring added risks to both the domestic market

(discussed above) and commercial industry. Practical measures to address commercial

risks have already been made - particularly by the retail industry. An appraisal of the

situation is however required from an insurance perspective – particularly in relation to

the changes in delivery / collection of goods and money. 

• Both collectively and individually, the domestic and commercial sectors will take on a

greater responsibility for crime reduction measures in the future. Improved security cover

in domestic and commercial premises might be encouraged through tax benefits, and

may possibly become mandatory as part of insurance cover.

For those living and working in the UK in the future, crime is likely to occur on two levels: one

is the continuation of traditional, age-old ‘physical crime’; and the other will be the new form

of ‘electronic crime’. On the physical level, burglary, vehicle crime, material goods theft,

counterfeiting, and all the other traditional physical forms of crime are set to continue –

albeit with new electronic targets and new tools used by the criminal. On the other hand, at

the electronic level, Internet fraud, hacking, email abuse, viruses, information

misappropriation, electronic services fraud and a host of other ‘electronic crimes’ will

continue to grow - creating losses in both the commercial and domestic markets. Old forms

of crime (e.g. fraud) will be conducted through new mediums (e.g. the Internet).

Insurance can be used in conjunction with other measures (e.g. efficient Internet policing)

to manage electronic risks. To this end, insurance could provide the commercial and

domestic sectors with more confidence in electronic transactions, e-commerce, multimedia

services, etc. This could be achieved by providing customers with greater protection against

loss through suitably crafted policies. An advanced programme of research is needed to

understand information and electronic crime from an insurance and risk management

perspective. This will provide not only a risk assessment for the potential of new insurance

products and underwriting electronic and information risks (‘e-underwriting’) but also an

analysis of the means by which insurers can secure and develop their own business

electronically. 

Changing Society
and Lifestyle

Summary
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10 Appendix

Percentage of victims once or more

1981 1983 1987 1991 1993 1995 1997

Type Area

Inner city 5.1 10.6 10.3 8.5

Urban 6.1 6.5 6.3 5.9

Rural 3.0 3.9 3.9 3.4

Accommodation 

Detached 2.3 3.5 3.2 4.0 4.4 5.1 4.1

Semi- detached 3.1 2.7 4.6 5.1 5.6 5.7 5.0

Mid terrace 3.6 4.8 5.7 5.7 7.7 7.3 6.5

End terrace 4.8 4.2 5.8 6.0 8.8 7.1 7.1

Flats/ maisonettes 5.5 5.6 6.0 7.1 8.7 7.3 7.2

Age of homeowner

16 – 24 4.5 8.8 15.3 11.6 15.3 11.4 15.2

25 – 44 3.1 5.4 6.1 6.3 7.5 6.3 6.5

45 – 64 2.7 3.4 3.4 4.7 6.5 5.1 4.8

65 – 74 2.1 2.4 3.3 2.8 3.4 4.7 3.5

75+ 1.8 1.7 3.8 3.9 4.7 3.7 4.1

Income

<£5, 000 6.2 6.9 8.7 8.1 8.3

£5, 000 to <£10,000 5.0 4.2 6.3 6.3 5.8

£10, 000 to <£20, 000 4.1 5.0 5.3 5.4 5.3

£20, 000 to <£30, 000 5.1 5.1 6.2 5.6 4.6

£30, 000 + 4.9 6.7 6.9 5.6 5.0

Table One: Percentage of victims of burglary by area, type of accommodation, age of household and income.
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Percentage of victims once or more

1981 1983 1987 1991 1993 1995 1997

Type Area

Inner city 17.3 25 26.0 23.7

Urban 20.4 20.7 20.1 16.2

Rural 13.6 15.3 15.7 12.0

Accommodation type

Detached 6.4 9 13.0 13.5 16.8 15.1 13.1

Semi- detached 10.5 11.7 14.3 17.9 18.4 18.2 14.3

Mid terrace 15.1 15.8 19.7 22.6 22.5 23.5 18.1

End terrace 10.8 16.8 18.3 20.6 23.5 23.2 19.4

Flats/ maisonettes 15.2 14.9 19.2 21.9 24.3 21.9 19.8

Age of homeowner

16 – 24 19.7 20.3 24.1 31.1 29.7 25.7 21.0

25 – 44 12.6 15.1 19.7 22.0 24.0 24.3 19.7

45 – 64 10.4 11.6 14.5 17.6 19.2 19.6 15.2

65 – 74 6.1 4.6 6.4 7.5 8.9 10.0 7.8

75+ 2.7 6.6 3.7 4.2 8.5 5.9 5.5

Income

<£5, 000 12.1 12.6 17.0 19.7 14.2

£5, 000 to <£10,000 13.4 14.1 14.7 14.9 11.9

£10, 000 to <£20, 000 16.2 18.6 19.0 18.6 14.5

£20, 000 to <£30, 000 17.5 21.4 22.1 20.8 17.2

£30, 000 + 25.8 22.7 25.8 23.5 18.8

General Insurance Report No. 7
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Table Two: Percentage of victims of vehicle related crime by type of area, accommodation type, age of household

register and income of household.

Table Three: ‘What is Stolen’

1981 1983 1987 1991 1993 1995 1997

Cash 17.7 13.1 12 14 8.8 13.3

Cheque 2.8 3.1 3.7 4 2.9 5.2

Car 7.6 5.2 7 7.4 5.8 5.5

Motorbike 1.4 1.2 1.5 0.8 0.8 0.8

Bike 6.3 6.7 6.9 8.4 7.3 8.5

TV 1.2 1.6 2.1 2.9 2.3 2.3

Hi-fi 4.4 5.1 7 7.8 7 5.8

Purse 6.5 7.3 6.2 9.7 8.4 9.6

Camera 0.9 1.6 1.7 2.5 2.1 1.8

Jewellry 5.3 4.3 5.2 7.1 5 4.8

Computer 1.2 1.4

Mobile phone 1 1
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A number of criminological models are used by Police and crime prevention organisations

to identify potentially attractive products criminals may attack. 

Felson (1997) uses four elements to identify products summed up by the acronym VIVA:

value, inertia, visibility, and access. The more valuable a product is to a potential offender

the more attractive it will be as a target. Inertia refers to the ease with which a target can

be moved, a lightweight product is an easier target than a heavy one. Greater visibility of a

target, placed where an offender can easily see it, also contributes to the likelihood of it

becoming a target. Finally access refers to the ease with which an offender can reach a tar-

get and make an escape.  

Clarke (1999) provides the alternative acronym: CRAVED. The elements of CRAVED are

Concealable, Removable, Available, Valuable, Enjoyable, Disposable. Clarke argues that

for each kind of theft specific items are chosen consistently by thieves. In residential bur-

glaries electronic equipment, jewellery and cash is taken, in personal crimes cash is the most

commonly stolen item. 

For more information on the Foresight Programme please contact Richard Davies, Deputy

Director, Foresight, Office of Science and Technology, Department of Trade and Industry,

Albany House, 94 – 98 Petty France, London, SW1H 9ST. Tel: 020 7271 2048. Fax: 020 7271 2015.

For more information on the Delphi exercise please contact Michelle Rogerson and Michelle

Grundy, Applied Criminology Group, School of Human and Health Sciences, University of

Huddersfield, Queensgate, Huddersfield, HD1 3DH. Tel: 01484 682779. Fax: 01484 684006.

In addition, for further information on some of the statistical analysis described in the BCS and

demography section please contact Dan Ellingworth at the above address. 

For more information on the 1998 and preceding British Crime Surveys please contact

Research, Development and Statistics Directorate, Information and Publications Group,

Room 201, Home Office, 50 Queen Anne’s Gate, London, SW1 9AT. Tel: 020 7273 2084.

http://www.homeoffice.gov.uk/rds/index/htm. 

For more information on the National Crime Reduction Strategy and other Home Office

Publications please contact Research, Development and Statistics Directorate, Information

and Publications Group, Room 201, Home Office, 50 Queen Anne’s Gate, London, SW1 9AT.

Tel: 020 7273 2084. http://www.homeoffice.gov.uk/rds/index/htm. 

For more information on the National Criminal Intelligence Service please contact National

Criminal Intelligence Service, Corporate Communications Branch, PO Box 8000, London,

SE11 5EN. Tel: 020 7238 8431. Fax: 020 7238 2445. http://www.ncis.co.uk.

Models

Foresight

Delphi

British Crime Survey

National Crime
Reduction Strategy

National Criminal
Intelligence Service
(NCIS)
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